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Abstract: Mobility has changed the way the world has been
looking at mobile phones. Mobile phones have become smart
and mobile applications more intelligent and complex. These
applications require heavy computations, data mining,
searching and multimedia processing. This is where Cloud
services can help greatly by enhancing the computing
capability of otherwise not so competent mobile devices.
Mobile Cloud Computing is cloud computing extended by
mobility and a new ad-hoc infrastructure based on mobile
devices. The potential growth of mobile cloud computing
seems to have taken the world by storm. In the current
scenario security of data on the Mobile Cloud has become
more important because of the increasing usage of mobile
devices with internet. This paper therefore discusses the
security issues involved in mobile cloud computing and the
solutions that have been proposed till now.
Keywords: Mobile Cloud Computing, security, threats,
architecture.

1.

INTRODUCTION

The hottest wave in the IT world these days is the
potential growth of mobile cloud computing. Securing
data in the Mobile Cloud has become more important in
the recent days because of the increasing usage of mobile
devices with internet. Nowadays, Smart phones are on the
top of the invention list as they are built on a mobile OS,
which is capable for advanced computing and faster in
connectivity than ordinary mobile phones. Mobile cloud
has the ability to change the life of both enterprise and
users today. With the increase in usage, the threat of
information /data being stolen from the mobile cloud has
increased manifolds. We therefore, summarize all the
possible security threats and available solutions in this
paper.
This paper is organized as follows: Section II explains the
basic concepts, Section III provides all the challenges and
security issues. Section IV describes mobile security
layers and related security issues. Section V discusses
available solutions to the security problems discussed in
section III and IV followed by conclusion and future
scope (Section VI)
II. MOBILE CLOUD AND ITS ARCHITECTURE
1. Service Models in Cloud: According to NIST [4],
Cloud Computing services can be readily broken down
into three layered service models. It is also known as the
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SPI model where SPI stands for Software, Platform and
Infrastructure.


Software as a Service [SaaS]



Platform as a Service [PaaS]



Infrastructure as a Service [IaaS]

Software as a Service (SaaS): This service is commonly
used by business users. This service provides the
complete applications to the user which is customizable
within the limits. It is mainly used for achieving specific
business task with the focus on end- user requirements.
Platform as a Service (PaaS): This service provides prebuilt application components such as Application
Programmable Interface (API). It is commonly used by
developers and deployers for building the higher level
applications. The developers create and deploy
applications services for the users. It is not necessary to
manage the OS and Databases manually.
Infrastructure as a service (IaaS): This service is mainly
used by the system managers. The main advantage is that
there is no need to purchase a server or manage physical
data center equipment such as storage, networking, etc.
Managers create platforms for service. Other than these
service models, there are several service models such as
Business Process as a Service (BPaaS), Network as a
Service (NaaS), Anything as a Service (XaaS), Disaster
Recovery as a Service (DRaaS).
2. Mobile Cloud and Mobile Cloud Computing: Mobile
Cloud services can greatly enhance the computing
capability of mobile devices. Mobile users can rely on the
cloud to perform computationally intensive operations
such as searching, data mining, and multimedia
processing. In addition to providing traditional
computation services, mobile cloud computing also
enhances the operation of the ad hoc network itself by
treating mobile devices as service nodes. Mobile Cloud
Computing is defined as cloud computing extended by
mobility and a new ad-hoc infrastructure based on mobile
devices. This can be interpreted as an infrastructure where
storage of data and its processing could happen
somewhere outside of the mobile device, thus enabling
not only powerful smart phones users, but a large number
of less competent mobile phones equipped with internet,
have access to a wide range of smart mobile applications.
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Mobile Cloud Computing has integrated cloud computing
into the mobile environment and therefore MCC has been
able to prevail over the obstacles related to the
performance of the mobile devices for e.g., its short
battery life, limited storage space and bandwidth, and
security for e.g., reliability and privacy that are there in
mobile computing. Mobile devices access centralized
applications over the wireless connection based on a web
browser or a thin native client. Researchers have outlined
that because all the complex computing is done in the
cloud, mobile cloud computing does not need any
powerful mobile configuration. [2]
3. Mobile Cloud Computing Architecture:

connected with a hotspot or a base station by 3G, Wi - Fi,
or GPRS. Since the computing and major data processing
phases are shifted to the „cloud‟, every mobile device
irrespective of its smartness is capable of accessing the
cloud through the use of a cross-platform mid-ware. The
service requests from the mobile devices are sent to the
cloud through a web browser or desktop application. The
management component of the cloud then allocates
resources to the request for establishing a connection,
while the monitoring and calculating functions of mobile
cloud computing will be implemented to ensure the
Quality of Service until the connection is completed.
Authentication, Authorization and Accounting services
may be provided to the users based on Home Agent and
subscriber data that is stored in the databases. The
subscriber requests are then delivered to a cloud through
internet. These requests are processed by the cloud
controllers present in the cloud in order to provide the
desired service to the mobile users. These services are
developed based on the concepts of utility computing,
virtualization and service-oriented architecture [8]
III. SECURITY ISSUES IN MOBILE CLOUD
COMPUTING
Even as mobile cloud computing provides immense
benefits, like, using cloud servers for data storage,
platforms and software services, there are less than
expected number of cloud users ,this can be attributed to
the risk involved in terms of privacy and security of the
data and services on the cloud. A survey conducted by a
research firm Portio and published by another research
firm Colt points that 68% of chief information officers
(CIOs) have serious concerns about the security of cloud
computing[3]
In MCC, a lot of investigations are being carried out to
eradicate the issues to make it more reliable and secure
because precious data are stored on the cloud. As the
Internet-enabled mobile devices including smart phones
and tablets continue to grow, web-based malicious threats
will continue to increase in number.
1. Mobile Security Service Layers: The security services
in mobile ecosystem are divided into three different
layers.


Backbone layer

Figure 1: Mobile Cloud Computing Architecture [9]



Infrastructure layer

The Figure 1[9] above shows the mobile cloud computing
architecture. According to the figure, mobile cloud
computing can be divided into cloud computing and
mobile computing. The mobile devices used could be
laptops, smart phones, or any other wireless device that is



Application and Platform layer
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The backbone layer constitutes the security surveillance
on cloud physical systems. This helps in monitoring the
servers and machines in the cloud infrastructure. The
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infrastructure layer monitors the virtual machines in the
cloud. Various activities such as Storage verification, VM
migration, Cloud Service Monitoring, VM Isolation, Risk
Evaluation and Audits are carried out in this layer to
secure cloud host services. Application layer performs
activities such as user management, key management,
authentication, authorization; encryption and data
integration. According to a recent survey, 73% of IT
Executives and Chief Executive Officers are unwilling to
adopt cloud services due to the associated risks with
privacy and security. To attract consumers, the cloud
service provider (CSP) has to target all the security issues
to provide a highly secure environment.
2. Security Issues and their Solutions: Though there are
several advantages in mobile cloud ecosystem, there are
some issues and challenges in mobile cloud computing.
Some of the major issues in security are Data Ownership,
Privacy, Data Security and other Security issues. [6]
2.1. Data Ownership: Cloud computing facilitates storage
of data and purchased digital media such as e-books,
video and audio files, of the users, remotely. The users
have a great risk of losing access to their purchased media
data. For avoiding such risks, the user must be aware of
the different rights regarding the purchased media. For a
mobile device user security remains a major concern. All
types of mobile devices are susceptible to a number of
security threats like malicious codes for e.g., virus, worm,
and Trojan horses. Important data may be compromised if
a device is lost or stolen. Misuse of data lost from stolen/
misplaced devices can be avoided by wiping of mobile
device remotely. This feature is generally provided by
most of the mobile manufacturers and wireless carriers
[12].
A lot many privacy issues can be raised by the Global
Positioning System (GPS) of mobile devices. To detect
security threats for e.g., virus, worms, and other malicious
codes in the mobile devices, security software like
Kaspersky, McAfee, and AVG antivirus programs may be
installed and executed. However, due to the limitations of
processing power and battery life in mobile devices, they
are more susceptible to such threats compared to their
wired counterparts eg desktop PC. It is therefore required
that policies regarding access control, authentication
procedures, account and user management, encryption,
content assurance, and general communications security
are developed and it is ensured that these policy measures
are enforced[10]. It is very important that user privacy
and data/application secrecy is provided to establish and
maintain consumers‟ trust on the mobile platform. These
threat detecting capabilities can be shifted to clouds. This
paradigm is an extension of the existing Cloud AV
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platform that provides an in-cloud service for malware
detection. This malware detection on the cloud enables us
to use multiple antivirus engines in parallel by hosting
them in virtualized containers. In this case we are also
able to improve the improve malware detection and also
the battery lifetime of the mobile device by almost 30%.
Although it is a great advantage to store a voluminous of
data and large applications on the cloud, but it is very
important that we also take into consideration problems
related to integrity of the data stored, user authentication
problems and the digital rights of data/applications.[13]
2.2. Privacy: Privacy is one of the biggest challenges in
the mobile cloud computing environment. Researchers
have expressed that there are various policies being
proposed which require rigorous controls and procedures
to protect the privacy of individuals. Organizations that
collect data/information must have some policies and
procedures in order to handle, store, and dispose them
securely and must be implemented to maintain the
privacy. Risk of privacy exposure, identity theft and fraud
can be reduced by implementing enhanced protection
measures for sharing data in interconnected systems,
implementing monitoring capabilities and protocols, and
by educating users about proper social media safe-surfing.
By establishing policies regarding use of social media and
implementing processes to protect their infrastructures
from unauthorized use of social media an organization
can protect themselves from serious legal and securityrelated problems.
Otherwise their
information
infrastructure and reputation both will be irreparably
damaged [7].
For maintaining the integrity and confidentiality of
information encryption is the most effective way.
Encryption favors data storage and transport but it
fundamentally prevents data processing. Therefore,
initially it was quite useless to send encrypted data to
cloud providers for processing. But this challenge has
been met by homomorphic cryptography (HC) which
ensures that operations performed on an encrypted text
results in an encrypted version of the processed text [14].
The problem is that, when applications hire cloud
computing for remote storage of user‟s data, some third
party companies might sell out the information to some
agencies without user permission.[7]
Location based services can be used with the help of GPS.
These Location based Services, though, raise a serious
privacy issue when mobile users provide private
information such as their current location. On top of it, if
some more private information about the user is also
known, the privacy concern is raised manifolds. Location
trusted server (LTS) provides solution to this issue [15].

International Journal of Electrical Electronics & Computer Science Engineering
Special Issue - TeLMISR 2015, ISSN : 2348-2273
Available Online at www.ijeecse.com
2.3. Other Security Issues: Malicious Attacks: All
networks are susceptible to one or more malicious attacks.
As more as external Web sites are being accessed
malicious actors will have more opportunities to access
the network and operational data of that organization.
Implementing security controls across all Web 2.0 servers
and verifying these rigorous security controls can reduce
the threats to internal networks and operational data.
Additionally, separating Web 2.0 servers from other
internal servers may further mitigate the threat of
unauthorized access to information through social media
tools and Web sites [10]. Some of the potential attack
vectors criminals may attempt include:
2.3.1. Denial of Service (DoS) attacks: It has been argued
that a cloud is more susceptible to a DoS attack; because
more than one client can access cloud simultaneously,
which makes DoS attacks much more damaging. Twitter
has suffered a devastating DoS attack in 2009 and then
again in 2011.
2.3.2. Side Channel attacks: In this kind of attack a
malicious virtual machine is placed in close proximity of
a target cloud server to compromise the cloud security
and then a side channel attack is launched.
2.3.3. Authentication attacks: Authentication is one of the
weak points in case of hosted and virtual services and is
generally been targeted. A user can be authenticated in
number of ways and these mechanisms and methods
which are used to secure the authentication process are
frequently been targeted by the attackers.
2.3.4. Man-in-the-middle cryptographic attacks: This
attack is carried out when an attacker places himself
between two users. In this kind of attack attacker places
himself in the communication path and after that it is up
to him what to do, he can intercept and modify
communication [17].
IV. CONCLUSION
Mobile Cloud Computing has taken the world of mobile
users by storm. The increase in the use of mobile cloud by
the mobile users has immensely increased the risk
involved in storing the data on the cloud and there are
authentication issues as well. Many organizations have
come up with solutions for the foreseen threats to instill
confidence in the mobile cloud users‟ mind. It is the
users‟ trust in the security policies that, gives strength to
MCC. In this paper, we have tried to summarize the
challenges faced by mobile cloud computing in terms of
data security, privacy and authentication. Apart from the
security issues we have also summarized available
solutions that have been proposed by researchers and
academicians.
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